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INTRODUCTION TO DATA 
MANAGEMENT AND PRIVACY 
OVERVIEW: 
Peace by Youth (PY) recognizes the fundamental importance of data privacy and is committed 
to protecting the personal information of all individuals who interact with our organization. This 
Data Management and Privacy Policy outlines our comprehensive approach to data governance, 
ensuring transparency, accountability, and compliance with relevant regulations. 
 

IMPORTANCE OF DATA PRIVACY IN NON-PROFIT 
ORGANIZATIONS: 
As a non-profit organization, PY relies on the trust and support of individuals, communities, and 
partners. Upholding robust data privacy practices is crucial for maintaining this trust and 
ensuring the ethical and responsible use of personal information entrusted to us. We believe that 
strong data privacy safeguards are essential for: 

• Protecting the rights and dignity of individuals: We respect the right to privacy and strive 
to empower individuals to control their personal information. 

• Ensuring transparency and accountability: We are committed to being transparent about 
our data practices and accountable for ensuring its security and responsible use. 

• Maintaining trust and building strong relationships: Upholding high data privacy 
standards fosters trust and strengthens relationships with individuals, communities, and 
partners. 

• Minimizing legal and reputational risks: Strong data privacy practices mitigate legal risks 
and potential reputational damage arising from data breaches or non-compliance. 

 

SCOPE AND APPLICABILITY: 
This Data Management and Privacy Policy applies to all personal information collected, stored, 
used, or disclosed by PY, regardless of the method of collection or the platform used. This 
includes information collected through our website, online forms, mobile applications, email 
campaigns, events, program registrations, partnerships, and other interactions with individuals. 
This policy does not apply to anonymized or de-identified data that cannot be reasonably linked 
to a specific individual. 

FOUNDATIONAL PRINCIPLES OF DATA 
PRIVACY 
At Peace by Youth (PY), our data management and privacy practices are guided by the following 
core principles: 
 

1. Respect for Privacy: We recognize the right to privacy as a fundamental human right and 
respect the privacy of all individuals whose personal information we collect. 

2. Transparency: We strive to be transparent about how we collect, use, share, and store 
personal information. We provide clear and understandable information about our data 
practices through this policy and other communication channels. 

3. Accountability: We take full responsibility for protecting the personal information 
entrusted to us and hold ourselves accountable for complying with all applicable data 
privacy regulations and ethical standards. 

4. Fairness and Non-discrimination: We collect and use personal information in a fair and 
non-discriminatory manner. We avoid making decisions about individuals based solely 
on automated processing of their personal data. 

5. Purpose Limitation: We collect and use personal information only for specific, legitimate, 
and predetermined purposes. We do not process personal data for incompatible purposes 
beyond those communicated to individuals at the time of collection. 

6. Data Minimization: We collect and use only the minimum amount of personal information 
necessary to achieve our legitimate purposes. We avoid collecting and storing excessive 
or irrelevant data. 



7. Data Security: We implement appropriate technical and organizational security measures 
to protect personal information from unauthorized access, disclosure, alteration, or 
destruction. 

8. Individual Control: We empower individuals with control over their personal information. 
We provide mechanisms for individuals to access, correct, and delete their personal data 
as permitted by applicable law. 

9. Accountability and Integrity: We maintain accurate and complete records of personal 
information and regularly review our data practices to ensure compliance with this policy 
and applicable regulations. 

10. Continuous Improvement: We are committed to continuously improving our data 
management and privacy practices by actively seeking feedback, adapting to evolving 
technologies and regulations, and promoting a culture of data privacy within our 
organization. 

 

LEGAL COMPLIANCE OVERVIEW 
PY complies with all applicable data privacy laws and regulations, including: 

• EU General Data Protection Regulation (GDPR): If PY stores or processes the personal 
data of individuals in the European Union, we comply with the GDPR and its principles. 

• California Consumer Privacy Act (CCPA): If PY collects or sells the personal information 
of California residents, we comply with the CCPA and its requirements. 

• Other relevant national and regional data privacy regulations: We comply with all relevant 
data privacy regulations applicable to our operations and the jurisdictions where we 
collect or process personal information. 

 

ETHICAL CONSIDERATIONS IN DATA MANAGEMENT 
Beyond legal compliance, PY is committed to upholding ethical standards in data management. 
We consider the following ethical principles when handling personal information: 

• Respect for individual autonomy and human dignity: We treat individuals with respect and 
avoid using their personal information in ways that could undermine their dignity or 
autonomy. 

• Social responsibility: We consider the broader societal implications of our data practices 
and strive to use personal information in a way that benefits society as a whole. 

• Transparency and fairness: We are transparent about our data practices and strive to use 
personal information in a fair and non-discriminatory manner. 

• Accountability: We hold ourselves accountable for the ethical use of personal information 
and are open to feedback and concerns from individuals and stakeholders. 

By adhering to these core principles and ethical considerations, PY aims to build trust with our 
community and ensure the responsible and ethical use of personal information entrusted to us. 

DATA COLLECTION POLICIES 
TYPES OF DATA COLLECTED: 
PY collects various types of personal information depending on the nature of our interaction with 
individuals. This may include: 

• Identity and Contact Information: Name, address, email address, phone number, contact 
preferences. 

• Demographic Information: Age, gender, nationality, language preferences. 
• Program Participation Data: Information related to participation in PY 

programs, including registration details, interests, skills assessments, progress records. 
• Donation and Fundraising Information: Donation amounts, payment 

methods, fundraising event participation details. 
• Website and Online Activity: IP address, browsing history on our website, interactions 

with online forms and applications, social media engagement. 
• Device Information: Device type, operating system, location data (with consent). 

 
We aim to minimize the collection of personal information and only collect data necessary for 
specific and legitimate purposes. We avoid collecting sensitive data, such as health information, 
racial or ethnic origin, political opinions, or religious beliefs, unless required by law or with explicit 
consent from individuals. 



 

CONSENT AND DATA COLLECTION: 
PY respects your right to control your personal information. We collect personal information 
through various methods, and in all cases, we strive to obtain clear and informed consent. This 
may involve: 

• Opt-in forms: You will have the option to opt-in to provide specific information when 
filling out online forms or registering for programs. 

• Clear communication: We provide clear and understandable information about the data 
we collect, the purposes for which it is used, and your rights related to your data. 

• Explicit consent for sensitive data: For sensitive data, we will seek your explicit consent 
before collection and processing. 

• Right to withdraw consent: You can withdraw your consent at any time by contacting us 
through the methods provided in this policy. 

 

DATA COLLECTION FROM VULNERABLE POPULATIONS:  
PY recognizes the need for additional safeguards when collecting data from vulnerable 
populations, such as children or individuals with disabilities. We ensure: 

• Parental consent: When collecting data from children, we obtain verifiable parental 
consent before proceeding. 

• Special protection for sensitive data: We implement extra security measures to protect 
sensitive data of vulnerable populations. 

• Age-appropriate language: We use age-appropriate language and explanations when 
collecting data from children. 

• Minimized data collection: We limit the collection of data from vulnerable populations to 
the minimum necessary for legitimate purposes. 

DATA STORAGE AND SECURITY 
PY places significant importance on protecting your personal information. We implement robust 
security measures to safeguard your data from unauthorized access, disclosure, alteration, or 
destruction. 
 

SECURE DATA STORAGE PRACTICES: 
• Data encryption: We encrypt sensitive data both at rest and in transit using industry-

standard encryption algorithms. 
• Access controls: We implement strict access controls to ensure only authorized 

personnel have access to your personal information. 
• Regular security audits: We conduct regular security audits and penetration testing to 

identify and address any vulnerabilities in our systems. 
• Physical security measures: We maintain physical security measures to protect our data 

centers and servers from unauthorized physical access. 
• Third-party vendor oversight: We carefully select and monitor third-party vendors who 

process personal information on our behalf, ensuring they adhere to our data security 
standards. 

 

DATA ENCRYPTION AND PROTECTION MEASURES: 
• We utilize Transport Layer Security (TLS) and Secure Sockets Layer (SSL) protocols to 

encrypt data transmission between your device and our servers. 
• We store sensitive data, such as payment information and passwords, using strong 

encryption algorithms like AES-256. 
• We regularly update our encryption methods to stay ahead of evolving threats. 

 

SECURITY PROTOCOLS FOR SENSITIVE DATA: 
PY recognizes that certain types of personal information require an even higher level of 
protection. For particularly sensitive data, we implement additional security measures, such as: 

• Multi-factor authentication: Requiring additional verification steps for accessing 
sensitive data. 

• Limited access: Restricting access to sensitive data to a smaller number of authorized 
personnel. 



• Regular data anonymization: Anonymizing or de-identifying sensitive data when 
possible. 

 
We continuously evaluate and update our security protocols to ensure they remain effective in 
protecting your personal information. 

DATA USAGE POLICIES 
PY collects and uses your personal information for specific, legitimate, and predetermined 
purposes only. We are committed to responsible and transparent data usage practices. This 
section outlines our guidelines for data usage, limitations, and sharing with third parties. 
 

GUIDELINES FOR DATA USAGE: 
• Purpose Limitation: We use your personal information only for the purposes 

communicated to you at the time of collection. This may include: 
o Processing donations and managing fundraising campaigns. 
o Registering and managing program participation. 
o Delivering essential communications and updates about PY initiatives. 
o Conducting research and analysis to improve our programs and services. 
o Complying with legal and regulatory obligations. 

• Transparency and Accountability: We provide clear and easily accessible information 
about how we use your data through this policy and other communication channels. We 
are accountable for ensuring your data is used responsibly and in accordance with this 
policy. 

• Data Minimization: We only collect and use the minimum amount of personal information 
necessary to achieve our legitimate purposes. We avoid collecting and storing excessive 
or irrelevant data. 

Limitations on Data Usage: 
• Marketing and Profiling: We will not use your personal information for marketing 

purposes without your explicit consent. We do not engage in profiling individuals based 
on their personal data. 

• Sale or Sharing for Commercial Purposes: We will not sell or share your personal 
information with third parties for commercial purposes without your explicit consent. 

• Automated Decision-Making: We do not use your personal information for automated 
decision-making that could significantly impact you. 

Data Sharing with Third Parties: 
In some cases, we may share your personal information with third parties, such as: 

• Service providers: We may share your data with service providers who assist us with 
specific tasks, such as payment processing, data analysis, or email marketing. We 
carefully select and vet these service providers to ensure they adhere to our data security 
standards and privacy obligations. 

• Legal and regulatory authorities: We may disclose personal information if required by 
law, subpoena, or court order, or to comply with legal and regulatory obligations. 

• Mergers and acquisitions: In the event of a merger, acquisition, or asset sale, we may 
transfer your personal information to the acquiring entity, ensuring appropriate 
safeguards are in place. 

Whenever we share personal information with third parties, we ensure: 
• We have a legal basis for sharing the data. 
• We only share the minimum amount of information necessary. 
• We have robust contractual agreements with third parties to ensure they protect your data 

and comply with data privacy regulations. 

DATA ACCESS AND TRANSPARENCY 
At Peace by Youth (PY), we believe in empowering individuals with control over their personal 
information. This section outlines our policies on data access, transparency with stakeholders, 
and procedures for handling data access requests. 
 

ACCESS CONTROLS AND AUTHORIZATION: 



• We implement robust access controls to ensure only authorized personnel within PY have 
access to personal information based on their job roles and responsibilities. 

• Regular access reviews are conducted to ensure continued appropriateness and 
minimize unnecessary access. 

• All access to personal information is logged and monitored for accountability and security 
purposes. 

 

DATA TRANSPARENCY WITH STAKEHOLDERS: 
• We are committed to transparency about how we collect, use, and store personal 

information. We provide easily accessible information through this Data Management 
and Privacy Policy, our website, and other communication channels. 

• We regularly publish updates on our data practices and respond to public inquiries in a 
timely and transparent manner. 

• We engage with stakeholders, including data protection authorities and privacy advocacy 
groups, to discuss relevant issues and incorporate their feedback into our policies and 
practices. 

 

PROCEDURES FOR DATA ACCESS REQUESTS: 
Individuals have the right to access, correct, or delete their personal information held by PY, 
subject to applicable laws and regulations. We respect your right to manage your data, and we 
have established clear procedures for handling data access requests: 

• Submitting Requests: Individuals can submit data access requests through various 
channels, such as our website, email, or postal mail. Contact details for submitting 
requests will be readily available. 

• Verification: We will take steps to verify the identity of the individual making the request 
to ensure authorized access and protect the privacy of others. 

• Responding to Requests: We will respond to data access requests within a reasonable 
timeframe, as defined by applicable regulations. We will provide the requested 
information in a clear and understandable format. 

• Data Correction and Deletion: Individuals have the right to request the correction or 
deletion of inaccurate or incomplete personal information. We will review such requests 
and take appropriate action based on applicable laws and regulations. 

DATA QUALITY AND INTEGRITY 
Maintaining accurate, complete, and reliable data is crucial for achieving our mission and 
ensuring responsible data governance. At Peace by Youth (PY), we prioritize data quality and 
integrity through the following initiatives: 
 

ENSURING DATA ACCURACY: 
• Data validation: We implement data validation processes at collection points to minimize 

errors and inconsistencies. This may involve validating email addresses, phone 
numbers, and other data formats. 

• Regular data cleansing: We conduct regular data cleansing exercises to identify and 
remove inaccurate or incomplete information. This includes verifying outdated 
data, identifying duplicates, and resolving inconsistencies. 

• User self-service updates: We offer individuals the ability to update their personal 
information directly through our website or other platforms, empowering them to 
maintain data accuracy. 

• Source verification: We verify the accuracy of data received from third-party sources 
whenever possible. 

 

REGULAR DATA AUDITS: 
• Scheduled audits: We conduct regular internal audits of our data practices to assess data 

quality, identify potential issues, and ensure compliance with this policy. 
• Independent audits: We may engage external auditors to conduct independent 

assessments of our data management practices, providing an objective perspective and 
strengthening our data governance framework. 



• Audit findings and action plans: We address any identified data quality issues through 
corrective action plans to improve data accuracy and integrity. 

 

DATA UPDATE AND CORRECTION PROCEDURES: 
• Individual right to access and correction: We empower individuals to access and correct 

their personal information through established procedures outlined in our Data Access 
and Transparency section. 

• Automated correction methods: We utilize automated processes where feasible to 
identify and correct common data errors, such as typos or formatting inconsistencies. 

• Timely response to correction requests: We respond to data correction requests within a 
reasonable timeframe and inform individuals of the outcome. 

• Documentation of corrections: We maintain records of data corrections for accountability 
and audit purposes. 

 
By implementing these measures, PY strives to ensure the accuracy, completeness, and reliability 
of personal information entrusted to us. We understand that high-quality data is essential for 
responsible decision-making, effective program delivery, and maintaining trust with our 
community. 

DATA RETENTION AND DISPOSAL 
PY recognizes that retaining personal information indefinitely poses unnecessary risks and 
conflicts with the principles of data minimization and privacy. We have established clear data 
retention schedules based on legal requirements, legitimate business needs, and the sensitivity 
of the information. 
 

DATA RETENTION SCHEDULES: 
• Differentiated retention periods: We apply different retention periods based on the type 

of data and its purpose. For instance, transaction data like donations may be retained for 
longer periods for financial reporting, while website visit logs might be anonymized and 
aggregated after a shorter timeframe. 

• Legal and regulatory requirements: We comply with all applicable legal and regulatory 
requirements regarding data retention. For example, we may need to retain certain 
financial records for several years for tax purposes. 

• Regular review and updates: We regularly review and update our data retention schedules 
to ensure they remain aligned with best practices, legal requirements, and our 
organizational needs. 

 

SECURE DISPOSAL OF DATA: 
When personal information reaches the end of its retention period, we ensure its secure and 
permanent disposal following these principles: 

• Data anonymization: Whenever possible, we anonymize or de-identify data before 
disposal to protect individual privacy. 

• Secure deletion methods: We use secure deletion methods that overwrite and erase 
data, making it unrecoverable. 

• Physical destruction: For physical media containing personal information, we employ 
secure destruction methods like shredding or incineration. 

• Verification and documentation: We document the data disposal process and verify its 
completion to ensure responsible handling. 

 

DATA ARCHIVING STRATEGIES: 
For certain historical data with long-term research or archival value, we may implement secure 
archiving strategies: 

• Restricted access: Archived data is stored with restricted access permissions, accessible 
only to authorized personnel for legitimate purposes. 

• Anonymization or pseudonymization: We may anonymize or pseudonymize archived data 
to further protect individual privacy. 

• Regular security audits: Archived data is subject to regular security audits and access 
controls to prevent unauthorized access. 



 
By implementing robust data retention and disposal practices, PY ensures responsible data 
management, minimizes privacy risks, and complies with legal and regulatory requirements. This 
demonstrates our commitment to data protection and respect for individual privacy throughout 
the information lifecycle. 

RISK MANAGEMENT IN DATA 
HANDLING 
At Peace by Youth (PY), we understand that data privacy risks are ever-evolving. We are 
committed to proactively identifying, assessing, and mitigating these risks to safeguard the 
personal information entrusted to us. 
 

IDENTIFYING DATA PRIVACY RISKS: 
• Regular risk assessments: We conduct regular risk assessments to identify potential 

threats and vulnerabilities across our data collection, storage, use, and disposal 
processes. 

• Threat modeling: We employ threat modeling techniques to analyze potential attack 
vectors and assess the likelihood and impact of data breaches. 

• Data privacy impact assessments: We conduct Data Privacy Impact Assessments 
(DPIAs) for new projects or initiatives involving personal data, evaluating potential 
privacy risks and implementing appropriate safeguards. 

• Employee training: We train our staff on data privacy risks and best practices to promote 
a culture of data security and awareness within the organization. 

• Monitoring and incident reporting: We monitor our systems and processes for suspicious 
activity and encourage employees to report any potential data privacy concerns. 

 

RISK ASSESSMENT AND MITIGATION STRATEGIES: 
Once potential risks are identified, we prioritize them based on their likelihood and impact and 
implement appropriate mitigation strategies: 

• Technical controls: We deploy firewalls, intrusion detection systems, and data encryption 
to secure our systems and data. 

• Organizational controls: We establish clear data governance policies, procedures, and 
access controls to limit unauthorized access to sensitive information. 

• Physical controls: We implement physical security measures to protect our data centers 
and servers. 

• Data minimization: We collect and store only the minimum amount of personal 
information necessary for legitimate purposes. 

• Regular patching and updates: We maintain our systems and software updated with the 
latest security patches to address known vulnerabilities. 

• Third-party vendor due diligence: We rigorously vet and assess third-party vendors 
before sharing personal information, ensuring they adhere to our data security standards. 

 

INCIDENT RESPONSE PLANNING: 
We have a comprehensive incident response plan in place to effectively address data breaches 
and potential privacy violations. This plan includes: 

• Incident identification and escalation: Defining clear procedures for 
identifying, reporting, and escalating data privacy incidents. 

• Containment and eradication: Measures to contain the breach, prevent further 
damage, and eradicate the source of the incident. 

• Notification and communication: Protocols for notifying affected individuals, regulatory 
authorities, and other stakeholders as required by law. 

• Investigation and analysis: Investigating the cause of the incident and implementing 
corrective actions to prevent future occurrences. 

• Continuous improvement: Regularly reviewing and updating our incident response plan 
based on lessons learned and evolving threats. 



COMPLIANCE WITH GLOBAL DATA 
PROTECTION REGULATIONS 
At Peace by Youth (PY), we recognize the increasing importance of international data protection 
regulations and are committed to complying with all applicable laws, including the General Data 
Protection Regulation (GDPR) and other relevant regional regulations. 
 

UNDERSTANDING GDPR AND OTHER REGULATIONS: 
• GDPR applicability: We assess whether the GDPR applies to our data processing activities 

based on the location of data subjects and the nature of our processing. 
• Other regional regulations: We stay informed about and strive to comply with relevant 

data protection regulations in the jurisdictions where we collect or process personal 
data, such as the California Consumer Privacy Act (CCPA). 

• Regular legal updates: We monitor legal developments and updates to data protection 
regulations to ensure ongoing compliance. 

 

COMPLIANCE CHECKLIST FOR INTERNATIONAL DATA LAWS: 
• Legal basis for processing: We identify the legal basis for processing personal data under 

applicable regulations, such as consent, contractual necessity, or legitimate interests. 
• Transparency and individual rights: We provide clear and accessible information about 

our data practices and respect the rights of individuals under applicable regulations, such 
as the right to access, rectify, delete, and object to processing their personal data. 

• Data security measures: We implement appropriate technical and organizational 
safeguards to protect personal data, adhering to industry best practices and relevant data 
security standards. 

• Cross-border data transfers: We have established safeguards for transferring personal 
data outside the European Economic Area (EEA) in compliance with the GDPR, such as 
using Standard Contractual Clauses or relying on adequacy decisions. 

• Data breach notification: We comply with data breach notification requirements under 
applicable regulations, promptly informing individuals and authorities as required. 

 

CROSS-BORDER DATA TRANSFER POLICIES: 
• Transfer restrictions: We may restrict the transfer of personal data to certain countries 

based on their data protection laws and our risk assessments. 
• Standard Contractual Clauses: Where necessary, we utilize Standard Contractual Clauses 

approved by the European Commission to ensure adequate safeguards for personal data 
transferred outside the EEA. 

• Binding Corporate Rules: We may consider implementing Binding Corporate Rules, a 
mechanism approved by European regulators, to facilitate compliant data transfers 
within our organization. 

EMPLOYEE TRAINING AND 
AWARENESS 
At Peace by Youth (PY), we recognize that our employees play a crucial role in protecting personal 
information and upholding our data privacy commitments. We are dedicated to fostering a culture 
of data privacy awareness and empowering our staff with the knowledge and skills necessary to 
handle personal data responsibly. 
 

TRAINING PROGRAMS ON DATA PRIVACY: 
• Mandatory training: All employees undergo mandatory data privacy training upon 

onboarding and receive refresher training periodically. 
• Tailored training: We offer specialized training programs for employees with higher data 

access levels or specific data handling responsibilities. 



• Interactive content and formats: We employ diverse training methods, including online 
modules, interactive workshops, and scenario-based simulations, to engage employees 
and enhance learning. 

• Case studies and real-world examples: We integrate real-world case studies and relevant 
examples into training to demonstrate the practical implications of data privacy 
principles. 

• Assessment and feedback: We assess the effectiveness of our training programs and 
incorporate feedback to continuously improve learning outcomes. 

 

BUILDING A DATA PRIVACY CULTURE: 
• Internal communication: We regularly communicate data privacy updates, best 

practices, and reminders through various channels like newsletters, internal forums, and 
team meetings. 

• Leadership commitment: Senior management demonstrates commitment to data privacy 
by actively promoting responsible data practices and integrating privacy considerations 
into decision-making. 

• Open communication and reporting: We encourage employees to ask questions, raise 
concerns, and report potential data privacy issues without fear of reprisal. 

• Recognition and rewards: We recognize and reward employees who demonstrate 
exemplary data privacy practices and contribute to fostering a secure data environment. 

 

CONTINUOUS LEARNING AND DEVELOPMENT: 
• Staying updated on evolving regulations: We ensure employees stay informed about 

changes in data privacy regulations and emerging threats through ongoing awareness 
and training initiatives. 

• Access to resources and support: We provide readily accessible resources and support 
mechanisms for employees to seek guidance and clarification on data privacy matters. 

• Encouraging individual initiative: We foster a culture of continuous learning by 
encouraging employees to explore data privacy resources, attend industry events, and 
share their knowledge with colleagues. 

DATA PRIVACY IN DIGITAL 
MARKETING 
At Peace by Youth (PY), we understand the increasing importance of balancing our digital 
marketing efforts with respecting the privacy of our supporters and community members. We 
strive to conduct online fundraising and campaigns responsibly, while managing social media 
data and email marketing ethically. 
 

PRIVACY IN ONLINE FUNDRAISING AND CAMPAIGNS: 
• Transparency and informed consent: We clearly communicate how we collect, use, and 

share personal data used in online fundraising and campaigns. We only collect and use 
data necessary for the campaign's purpose and obtain informed consent from individuals 
before processing their information. 

• Data minimization and purpose limitation: We collect only the minimum data required for 
campaign participation and limit its use to directly related functionalities, such as 
processing donations, sending campaign updates, and tracking progress. 

• Opt-in and opt-out options: We provide clear and easily accessible opt-in and opt-out 
mechanisms for individuals to control how their information is used in relation to specific 
campaigns. 

• Data security and breach prevention: We implement robust security measures to protect 
personal data collected during online fundraising and campaigns, including secure 
payment gateways, data encryption, and access controls. 

 

SOCIAL MEDIA DATA MANAGEMENT: 
• Limited data collection: We only collect publicly available information from social media 

platforms in compliance with their terms of service and user privacy settings. 



• Transparency and user consent: We are transparent about our use of social media data 
and obtain explicit consent from users for any processing beyond standard platform 
functionalities. 

• Targeted advertising responsibly: We only use social media advertising tools that offer 
clear targeting options and allow us to control who sees our ads. We avoid any 
discriminatory or harmful targeting practices. 

• Regular data audits and deletion: We conduct regular audits of our social media data 
collection practices and delete outdated or unnecessary information. 

 

EMAIL MARKETING AND DATA PRIVACY: 
• Permission-based email lists: We only send emails to individuals who have explicitly 

opted in to receive them, ensuring we have a legal basis for processing their data. 
• Clear unsubscribe options: We provide clear and easy-to-find unsubscribe options in 

every email we send, respecting the right of individuals to withdraw their consent at any 
time. 

• Segmentation and personalization: We may segment our email lists based on interests 
and preferences to send more relevant and targeted communications. However, we do 
this without compromising individual privacy and do not share personal data with third-
party marketing platforms without explicit consent. 

• Data security and compliance: We adhere to email marketing best practices and leverage 
secure email service providers to ensure data security and compliance with anti-spam 
regulations. 

THIRD-PARTY DATA PROCESSORS 
At Peace by Youth (PY), we understand that relying on third-party vendors can be essential for 
various operations. However, we prioritize entrusting personal data only to reliable and privacy-
conscious partners. 
 

VETTING THIRD-PARTY VENDORS: 
• Rigorous selection process: We have a comprehensive due diligence process for 

selecting third-party vendors, evaluating their security practices, data governance 
policies, and compliance with relevant regulations. 

• Contractual safeguards: We only engage with vendors that agree to strict contractual 
terms regarding data security, confidentiality, and processing limitations. These 
contracts typically include Standard Contractual Clauses (SCCs) for transfers outside the 
EEA. 

• Independent risk assessments: For high-risk vendors, we may commission independent 
security assessments to further evaluate their data protection practices. 

 

CONTRACTS AND DATA PROCESSOR AGREEMENTS: 
• Explicit data processing terms: Our contracts with third-party vendors clearly define the 

purposes for which personal data can be processed, the type of data involved, and the 
duration of processing. 

• Security and compliance obligations: Our agreements explicitly outline the vendor's 
security obligations, data breach notification requirements, and compliance with relevant 
data protection regulations. 

• Data minimization and purpose limitation: We only share the minimum amount of 
personal data necessary with vendors and restrict its use to the agreed-upon purposes. 

• Subcontractor approval: Our contracts may require vendors to obtain our prior approval 
before engaging subcontractors who will process personal data. 

 

MONITORING AND AUDITING THIRD-PARTY COMPLIANCE: 
• Regular reviews and audits: We conduct regular reviews of our third-party vendor 

relationships, assessing their ongoing compliance with contractual obligations and data 
protection regulations. 

• Right to audit: Our contracts grant us the right to conduct audits of the vendor's data 
processing practices, ensuring alignment with agreed-upon terms. 



• Incident reporting and communication: We require vendors to promptly report any data 
breaches or security incidents involving personal data and cooperate with our 
investigations. 

• Termination for non-compliance: We reserve the right to terminate relationships with 
vendors who fail to comply with our data privacy requirements. 

DATA PRIVACY IMPACT 
ASSESSMENTS (DPIA) 
At Peace by Youth (PY), we believe in proactively identifying and mitigating potential privacy risks 
before embarking on new projects or initiatives involving personal data. We are committed to 
conducting Data Privacy Impact Assessments (DPIAs) to systematically assess the potential 
impact of our processing activities on the privacy rights of individuals. 
 

CONDUCTING IMPACT ASSESSMENTS: 
• Risk-based approach: We conduct DPIAs whenever a new project or initiative is likely to 

result in a high risk to individuals' rights and freedoms. We base this assessment on 
factors such as the type of data involved, the processing methods used, and the potential 
for harm. 

• Multi-stakeholder involvement: We encourage participation from various 
stakeholders, including legal, privacy, data protection, and project teams, to ensure a 
comprehensive and well-rounded assessment. 

• Methodological framework: We follow a defined methodology for conducting 
DPIAs, which may involve workshops, data mapping, and risk analysis tools. 

 

MITIGATING IDENTIFIED RISKS: 
• Prioritization and action plan: Based on the DPIA findings, we prioritize risks and develop 

an action plan to mitigate them. This may involve implementing technical or 
organizational controls, adapting data collection practices, or seeking additional legal 
basis for processing. 

• Proportionality and data minimization: We strive for proportionate measures that strike a 
balance between achieving our legitimate objectives and minimizing privacy risks. We 
limit data collection and processing to what is strictly necessary for the intended purpose. 

• Transparency and communication: We communicate the outcomes of DPIAs to relevant 
stakeholders and, where appropriate, to the public. This demonstrates our commitment 
to transparency and accountability in our data privacy practices. 

 

DOCUMENTING ASSESSMENT OUTCOMES: 
• Detailed records: We maintain detailed records of conducted DPIAs, including the 

methodology used, identified risks, implemented mitigation measures, and 
communication processes. 

• Regular review and updates: We periodically review and update DPIAs as circumstances 
change, ensuring they remain accurate and reflect the ongoing data processing activities. 

• Accessibility and accountability: We strive to make DPIA documentation accessible to 
relevant stakeholders upon request, demonstrating our commitment to transparency and 
accountability. 

DATA BREACH RESPONSE AND 
NOTIFICATION 
At Peace by Youth (PY), safeguarding the personal information entrusted to us is a top priority. 
We understand that data breaches can occur, and we are committed to responding swiftly and 
effectively to minimize potential harm and uphold individual privacy rights. This section outlines 
our data breach response protocol, notification procedures, and post-breach improvement 
strategies. 
 

DATA BREACH RESPONSE PROTOCOL: 



• Incident identification and assessment: We have established clear procedures for 
identifying, reporting, and escalating potential data breaches promptly. Our team is 
trained to recognize suspicious activity and report any concerns immediately. 

• Initial containment: Upon identifying a potential breach, we take immediate steps to 
contain the incident, prevent further unauthorized access or data loss, and preserve 
evidence for investigation. 

• Data breach investigation: We conduct a thorough investigation to determine the nature 
and scope of the breach, identify the affected individuals and data, and understand the 
root cause of the incident. 

• Risk assessment and notification: We assess the potential risks to individuals based on 
the type of data compromised and the likelihood of harm. We notify individuals and 
relevant authorities as required by law and best practices, striving for transparency and 
clear communication. 

• Remediation and recovery: We implement appropriate remediation measures to address 
the root cause of the breach, prevent future occurrences, and minimize the impact on 
individuals. This may involve system enhancements, security updates, or disciplinary 
actions. 

TECHNOLOGY AND DATA PRIVACY 
At Peace by Youth (PY), we recognize that technology is constantly evolving, presenting both 
opportunities and challenges for data privacy. We are committed to embracing innovative 
technologies while remaining vigilant about the potential privacy risks they may introduce. In this 
section, we discuss our approach to balancing innovation with responsible data practices, 
incorporating cybersecurity best practices, and staying abreast of emerging technologies' impact 
on privacy. 
 

EMERGING TECHNOLOGIES AND PRIVACY CONCERNS: 
• Proactive assessment: We actively monitor the development and adoption of emerging 

technologies like artificial intelligence, biometrics, and the Internet of Things 
(IoT), assessing their potential impact on individual privacy. 

• Privacy-by-design approach: When considering implementing new technologies, we 
prioritize solutions designed with privacy in mind, minimizing data collection and 
ensuring robust security measures. 

• Transparency and communication: We inform our community about the technologies we 
use and how they impact data collection and processing, fostering trust and open 
dialogue. 

• Ethical considerations: We engage in ethical discussions about the potential societal and 
privacy implications of emerging technologies before deployment, striving for 
responsible innovation. 

 

BALANCING INNOVATION WITH PRIVACY: 
• Data minimization and purpose limitation: We collect and process only the minimum 

amount of data necessary for specific purposes, adhering to the principle of data 
minimization. 

• User control and consent: We empower individuals with meaningful control over their 
data, providing clear opt-in options and mechanisms for managing privacy preferences. 

• Security by design and default: We prioritize security throughout the technology 
lifecycle, implementing robust security controls and encryption measures by default. 

• Regular privacy impact assessments: We conduct regular privacy impact assessments 
for new technologies, identifying and mitigating potential risks before deployment. 

 

CYBERSECURITY BEST PRACTICES: 
• Employee training and awareness: We implement regular cybersecurity training programs 

to educate employees on data security best practices and potential threats. 
• Regular security audits and assessments: We conduct periodic security audits and 

penetration testing to identify and address vulnerabilities in our systems. 
• Strong password policies and access controls: We enforce strong password policies and 

implement granular access controls to limit access to sensitive data. 



• Incident response plan: We have a comprehensive incident response plan in place to 
effectively address data breaches and security incidents. 

• Compliance with industry standards: We strive to comply with relevant industry 
standards and best practices for data security management. 

SPECIAL CONSIDERATIONS FOR 
SENSITIVE DATA 
At Peace by Youth (PY), we recognize that certain types of personal information, such as health, 
financial, and legal data, are particularly sensitive and require additional safeguards to protect 
individual privacy. We are committed to handling this information with the utmost care and 
adhering to all applicable legal and regulatory requirements. 
 

HANDLING OF HEALTH, FINANCIAL, AND LEGAL DATA:  
• Limited collection and processing: We only collect and process health, financial, and legal 

data when strictly necessary for legitimate purposes related to our mission and with 
explicit consent from individuals. 

• Enhanced security measures: We implement additional security measures, such as 
stronger encryption and access controls, to protect the confidentiality, integrity, and 
availability of this sensitive information. 

• Regular vulnerability assessments and penetration testing: We conduct regular 
vulnerability assessments and penetration testing to identify and address potential 
security risks specific to our handling of sensitive data. 

• Compliance with industry standards: We comply with relevant industry standards and 
best practices for securing sensitive data, such as HIPAA for health information and PCI 
DSS for financial information. 

• Limited data retention: We retain sensitive data for the minimum period necessary for the 
identified purpose and in accordance with legal requirements. We employ secure deletion 
methods to permanently erase data when it is no longer required. 

 

ENHANCED PROTECTIONS FOR SENSITIVE INFORMATION:  
• Data anonymization and pseudonymization: We may anonymize or pseudonymize 

sensitive data whenever possible to minimize the risk of identification and unauthorized 
disclosure. 

• Stricter access controls: We limit access to sensitive data to authorized personnel who 
have a legitimate need to know and have undergone appropriate training and background 
checks. 

• Data breach notification with stricter timelines: We comply with stricter data breach 
notification requirements for sensitive data in accordance with applicable regulations. 

• Special training for personnel handling sensitive data: We provide specialized training to 
personnel who handle sensitive data on relevant legal and regulatory 
requirements, security best practices, and ethical considerations. 

 
Special Regulatory Requirements: 

• Additional legal and regulatory requirements may apply depending on the specific type of 
sensitive data we collect and process. We stay informed about and comply with all 
relevant regulations, such as HIPAA, GLBA, and FACTA. 

• We regularly review and update our data management and privacy policies to reflect 
changes in legal and regulatory requirements. 

• We encourage individuals to contact us if they have any questions or concerns about how 
we handle their sensitive data. 

USER RIGHTS AND CONTROL 
At Peace by Youth (PY), we believe it's crucial to empower individuals with control over their 
personal information. We respect your rights as a data subject and are committed to providing 
clear and accessible mechanisms for exercising those rights. 
 



RIGHTS OF DATA SUBJECTS: 
• Right of access: You have the right to obtain confirmation of whether we hold your 

personal data, to access it, and to receive a copy in a commonly used and machine-
readable format. 

• Right to rectification: You have the right to request the rectification of inaccurate or 
incomplete personal data concerning you. 

• Right to erasure: You have the right to request the erasure of your personal data under 
certain circumstances, such as when it is no longer necessary for the purposes for which 
it was collected. 

• Right to restrict processing: You have the right to request the restriction of the processing 
of your personal data, meaning we can store it but not use it further. 

• Right to data portability: You have the right to receive your personal data in a structured, 
commonly used and machine-readable format and to transmit it to another controller. 

• Right to object: You have the right to object to the processing of your personal data for 
marketing purposes or on grounds relating to your specific situation. 

 

MECHANISMS FOR USER CONTROL OVER DATA:  
• Privacy dashboard: We offer a convenient online privacy dashboard where you can easily 

access and manage your personal data, including reviewing what information we 
hold, updating your preferences, and submitting data requests. 

• Email requests: You can also submit requests regarding your personal data via email to 
our dedicated privacy team. 

• Contact form: Our website provides a contact form for general inquiries about your 
data, allowing you to connect with our privacy team directly. 

• Clear opt-out options: We offer clear and easily accessible opt-out options for email 
marketing and other communications, ensuring you control how we interact with you. 

 

RESPONDING TO USER DATA REQUESTS: 
• Timely and transparent: We strive to respond to all user data requests promptly and 

within the legal timeframes prescribed by regulations. We aim to be transparent about the 
process and provide clear explanations for any decisions taken. 

• Dedicated team: We have a dedicated team responsible for handling user data 
requests, ensuring expertise and efficient processing. 

• Security and verification: We implement appropriate security measures to verify your 
identity before granting access to your personal data. 

• No fee: We do not charge fees for exercising your data subject rights, unless requests are 
excessive or unfounded. 

DATA PRIVACY IN PARTNERSHIP AND 
COLLABORATION 
At Peace by Youth (PY), we recognize the value of collaboration with other organizations to 
achieve our shared goals. However, we are committed to ensuring that such partnerships uphold 
the privacy rights of individuals whose data is involved. This section outlines our approach to 
data sharing agreements, privacy considerations in collaborative projects, and joint data 
controllership arrangements. 
 

DATA SHARING AGREEMENTS WITH PARTNERS: 
• Rigorous due diligence: Before sharing any personal data with partners, we conduct 

thorough due diligence to assess their data protection practices, security measures, and 
compliance with relevant regulations. 

• Comprehensive data sharing agreements: We enter into robust data sharing agreements 
with partners that clearly define the purposes for which data can be shared, the type of 
data involved, data security obligations, and individual rights. 

• Standard Contractual Clauses (SCCs): We utilize Standard Contractual Clauses (SCCs) 
approved by the European Commission for data transfers outside the EEA, ensuring 
adequate safeguards for personal data. 



• Data minimization: We share only the minimum amount of data necessary with 
partners, adhering to the principle of data minimization. 

• Individual consent: Whenever possible, we obtain explicit consent from individuals before 
sharing their data with partners, respecting their data privacy rights. 

 

ENSURING DATA PRIVACY IN COLLABORATIVE PROJECTS: 
• Privacy impact assessments: We conduct privacy impact assessments for collaborative 

projects involving personal data, identifying potential risks and implementing appropriate 
mitigation measures. 

• Joint privacy notices: We collaborate with partners to develop clear and comprehensive 
joint privacy notices informing individuals about data collection, processing, and sharing 
practices within the project. 

• Data governance framework: We establish a clear data governance framework for 
collaborative projects, outlining roles, responsibilities, and data security protocols for all 
parties involved. 

• Regular audits and reviews: We conduct regular audits and reviews of data management 
practices within collaborative projects to ensure compliance with agreed-upon terms and 
data protection regulations. 

 

JOINT DATA CONTROLLERSHIP ARRANGEMENTS: 
• Transparency and clarity: We clearly inform individuals when we act as joint data 

controllers with partners, providing transparent information about respective roles and 
responsibilities regarding data handling. 

• Joint accountability: We enter into joint data controller agreements with 
partners, ensuring shared accountability for compliance with data protection regulations 
and individual rights. 

• Dispute resolution mechanisms: We establish clear dispute resolution mechanisms 
within joint data controller arrangements to address potential concerns or disagreements 
regarding data processing. 

• Collaboration and communication: We actively collaborate with partner data controllers 
to ensure coordinated data management practices, consistent individual rights 
facilitation, and transparent communication with individuals. 

MONITORING AND CONTINUOUS 
IMPROVEMENT 
At Peace by Youth (PY), we believe that responsible data management requires ongoing 
monitoring and a commitment to continuous improvement. We are dedicated to regularly 
evaluating our data privacy practices, identifying areas for enhancement, and incorporating 
feedback to ensure we continually safeguard individual privacy. 
 

REGULAR MONITORING OF DATA MANAGEMENT PRACTICES:  
• Internal audits and assessments: We conduct regular internal audits and assessments of 

our data security, privacy controls, and compliance with relevant regulations. 
• Third-party security evaluations: We engage independent security experts to conduct 

periodic penetration testing and vulnerability assessments to identify and address 
potential weaknesses in our systems. 

• Data breach simulations: We conduct regular data breach simulations to test our incident 
response plan and ensure our team is prepared to effectively address security incidents. 

• Data privacy impact assessments: We revisit and update data privacy impact 
assessments for ongoing projects and new initiatives to account for evolving risks and 
changes in data processing activities. 

• Key performance indicators (KPIs): We track key performance indicators (KPIs) related to 
data privacy, such as the number of data subject requests received and the time taken to 
respond, to monitor performance and identify areas for improvement. 

 

CONTINUAL IMPROVEMENT IN DATA PRIVACY PROCESSES: 



• Feedback mechanisms: We provide multiple channels for individuals to provide feedback 
on our data privacy practices, including feedback forms, surveys, and a dedicated privacy 
email address. 

• Data subject rights requests: We analyze data subject rights requests to identify trends 
and potential areas where our policies or procedures could be improved. 

• Industry best practices: We actively stay informed about evolving industry best practices 
and data protection regulations, incorporating new findings into our policies and 
procedures. 

• Employee training and awareness: We provide ongoing training and awareness programs 
for employees on data security, privacy principles, and their roles in responsible data 
handling. 

• Vendor management: We regularly review and assess the data privacy practices of our 
vendors and update contracts to ensure alignment with our standards and evolving 
regulations. 

 

INCORPORATING FEEDBACK INTO POLICY REVISIONS: 
• Transparency and communication: We share the findings of our monitoring and 

evaluation efforts with relevant stakeholders, including internal teams and the 
public, when appropriate. 

• Policy and procedure updates: We revise our data management and privacy policies and 
procedures based on identified areas for improvement, feedback received, and changes 
in relevant regulations. 

• Version control and documentation: We maintain clear version control and 
documentation of our policies and procedures to ensure transparency and accountability. 

• Public engagement: We may seek public feedback on specific data privacy practices or 
policy updates through consultations or surveys, encouraging open dialogue and 
incorporating diverse perspectives. 

DATA PRIVACY ADVOCACY 
At Peace by Youth (PY), we believe that individuals deserve informed control over their personal 
data and strong legal protections against misuse. Beyond adhering to data privacy regulations 
and implementing responsible data practices within our organization, we are committed to 
actively advocating for comprehensive data privacy protections for all. 
 

PY’S ROLE IN PROMOTING DATA PRIVACY:  
• Raising awareness: We educate our community and the public about data privacy issues 

through online resources, educational materials, and awareness campaigns. 
• Policy advocacy: We engage with policymakers and legislators to advocate for strong 

data privacy laws that protect individual rights and promote responsible data practices 
by organizations. 

• Collaboration with stakeholders: We collaborate with civil society organizations, industry 
groups, and other advocates to build consensus and promote effective data privacy 
solutions. 

• Support for privacy-enhancing technologies: We support the development and adoption 
of privacy-enhancing technologies that empower individuals to control their data and 
mitigate privacy risks. 

• Knowledge sharing: We share our expertise and experience on data privacy issues 
through public engagement, conferences, and thought leadership initiatives. 

 

ENGAGING IN POLICY DISCUSSIONS: 
• Submitting comments and feedback: We actively participate in public consultations and 

provide constructive feedback on proposed data privacy legislation and regulations. 
• Meeting with policymakers: We engage in constructive dialogue with policymakers and 

regulatory bodies to advocate for data privacy principles and solutions that respect 
individual rights and foster innovation. 

• Building coalitions: We collaborate with other organizations and stakeholders to build 
consensus and amplify our collective voice on data privacy issues. 



• Leveraging our data expertise: We use our data and research to inform policy discussions 
and provide evidence-based insights on the impact of data privacy policies. 

 

COLLABORATION WITH DATA PRIVACY ORGANIZATIONS: 
• Membership in data privacy organizations: We are members of relevant data privacy 

organizations, allowing us to contribute to policy discussions, share best practices, and 
stay informed about emerging issues. 

• Partnerships with other advocates: We collaborate with other data privacy advocates on 
joint initiatives, campaigns, and research projects to amplify our impact. 

• Supporting advocacy efforts: We support the work of other organizations working to 
advance data privacy protections through financial contributions, volunteer work, and 
public endorsements. 

• Joint statements and publications: We collaborate with other organizations on joint 
statements and publications to advocate for specific data privacy principles or 
legislation. 

LEGAL CONSIDERATIONS AND 
LITIGATION 
At Peace by Youth (PY), we recognize the legal obligations involved in collecting, storing, and 
processing personal data. We strive to comply with all applicable laws and regulations while 
respecting the privacy rights of individuals. This section outlines our approach to handling legal 
requests for data, our position on privacy law litigation, and our internal procedures for legal 
review and consultation. 
 

HANDLING LEGAL REQUESTS FOR DATA: 
• Legitimate basis and due process: We only disclose personal data in response to legal 

requests with a legitimate basis and in accordance with due process requirements. 
• Thorough review and verification: We carefully review all legal requests to ensure they are 

valid, complete, and issued by an authorized legal authority. 
• Minimization and proportionality: We strive to disclose only the minimum amount of data 

necessary to comply with the legal request, respecting the principle of data minimization 
and proportionality. 

• Transparency and notification: We notify individuals about the disclosure of their 
personal data in accordance with legal requirements and when permitted, unless doing 
so would hinder law enforcement activity. 

• Legal counsel involvement: We involve our legal counsel in reviewing and responding to 
complex legal requests to ensure compliance with relevant laws and regulations. 

 

PRIVACY LAW LITIGATION AND PY’S STANCE:  
• Respect for the legal process: We respect the legal process and comply with court orders 

and other lawful legal directives. 
• Defense of individual privacy rights: We may, where appropriate and legally permissible, 

defend our data practices and challenge legal requests that we believe violate individual 
privacy rights or exceed legal authority. 

• Transparency and public engagement: We strive to be transparent about legal 
proceedings involving our data practices and may issue public statements in appropriate 
circumstances. 

• Commitment to responsible data practices: We remain committed to upholding 
responsible data practices, even in the context of legal disputes, and strive to minimize 
the impact on individuals’ privacy. 

 

LEGAL REVIEW AND CONSULTATION PROCEDURES: 
• Internal legal expertise: PY maintains a dedicated and experienced internal legal team 

specializing in data privacy law. This team provides crucial legal advice on data 
collection, processing, and disclosure practices. 



• External legal counsel engagement: For complex legal matters and litigation involving 
data privacy issues, PY seeks consultation with external legal counsel possessing 
comprehensive expertise in relevant legal landscapes. 

• Data protection impact assessments: Prior to implementing new initiatives or projects 
involving high data privacy risks, PY conducts thorough data protection impact 
assessments to identify and mitigate potential legal concerns. 

• Regular training and awareness: PY prioritizes the education and awareness of its 
employees through regular training programs on their legal obligations and 
responsibilities regarding data privacy, fostering a culture of responsible data handling. 

• Cybersecurity protocols and incident response: Robust cybersecurity protocols are in 
place to safeguard data from unauthorized access, use, disclosure, alteration, or 
destruction. A comprehensive incident response plan ensures prompt and effective 
action in case of data breaches or security incidents. 

DATA PRIVACY IN EMERGENCY 
SITUATIONS 
At Peace by Youth (PY), we recognize that unexpected emergencies can arise, requiring swift and 
decisive action to protect the safety and well-being of our community. While we are committed 
to responsible data management and individual privacy, we acknowledge that exceptional 
circumstances may necessitate temporary adjustments to our usual data practices. This section 
outlines our approach to data management during emergencies, adhering to data privacy 
principles while enabling effective response efforts. 
 

DATA MANAGEMENT DURING CRISES: 
• Prioritized data collection and processing: During emergencies, we prioritize collecting 

and processing only the data necessary for immediate response and recovery 
efforts. This data may include information essential to locate individuals, provide 
emergency assistance, or coordinate with first responders. 

• Limited data access and strict controls: Access to emergency data is restricted to 
authorized personnel directly involved in response efforts and subject to strict security 
protocols. We implement additional access controls and monitoring to prevent 
unauthorized access or misuse of data. 

• Enhanced safeguards and security: We heighten security measures during 
emergencies, including increased system monitoring, data encryption, and intrusion 
detection to protect emergency data from unauthorized access, breaches, or loss. 

• Transparency and communication: We strive to be transparent about our data practices 
in emergencies, openly communicating the types of data collected, the purpose of its 
use, and the duration of its retention. We will provide updates, when possible, and respect 
individuals' right to access and correction of their data even during times of crisis. 

 

EXCEPTIONAL DATA SHARING PROTOCOLS: 
• Strict legal basis and justification: We only share data with third parties during 

emergencies when there is a clear legal basis and it is strictly necessary for response 
efforts. This may involve sharing with emergency responders, public health authorities, or 
organizations directly involved in assisting affected individuals. 

• Data minimization and proportionality: We adhere to the principles of data minimization 
and proportionality, sharing only the minimum amount of data necessary to achieve the 
legitimate purpose of the emergency response. 

• Clear agreements and oversight: We have established clear data sharing agreements with 
authorized third parties, explicitly outlining the purpose of data sharing, security 
measures, and data deletion procedures. We maintain oversight to ensure compliance 
with these agreements. 

• Notifying individuals when feasible: We strive to notify individuals about the sharing of 
their data during emergencies to the extent possible and legally permissible. 

 

BALANCING PRIVACY WITH EMERGENCY RESPONSES: 



• Data protection impact assessments: We conduct data protection impact assessments 
for emergency response plans and protocols, identifying potential privacy risks and 
implementing appropriate mitigation measures. 

• Privacy-by-design approach: We strive to incorporate privacy considerations into 
emergency response planning, minimizing data collection and ensuring robust security 
measures from the outset. 

• Independent review and oversight: We may establish independent review mechanisms to 
provide oversight of data management practices during emergencies, ensuring 
accountability and adherence to data privacy principles. 

• Commitment to normalcy: We remain committed to returning to our normal data 
management practices as soon as the emergency subsides and the justification for 
exceptional measures ceases. We will delete or anonymize emergency data when it is no 
longer required for response or recovery efforts. 

TECHNOLOGY VENDORS AND DATA 
PRIVACY 
At Peace by Youth (PY), we understand that relying on technology vendors is often necessary for 
our operations. However, we are committed to ensuring that these vendors share our 
commitment to responsible data management and individual privacy. This section outlines our 
approach to assessing vendor compliance with our standards, managing vendor relationships, 
and ensuring accountability in technology procurement. 
 

ASSESSING VENDOR COMPLIANCE WITH PY'S STANDARDS:  
• Thorough due diligence: Before engaging with any technology vendor, we conduct a 

comprehensive due diligence process to assess their data privacy practices, security 
measures, and compliance with relevant regulations. This includes reviewing their 
privacy policies, data security controls, and incident response plans. 

• Standard contractual clauses: We utilize standard contractual clauses approved by the 
European Commission or equivalent agreements that ensure adequate safeguards for 
personal data transferred outside the EEA. 

• Independent security assessments: For critical vendors handling sensitive data, we may 
require independent security assessments or penetration testing to verify their security 
posture. 

• Regular audits and reviews: We conduct regular audits and reviews of our vendors' data 
privacy practices to ensure continued compliance with our standards and relevant 
regulations. 

 

MANAGING VENDOR RELATIONSHIPS: 
• Clear data processing agreements: We enter into robust data processing agreements with 

all vendors that clearly define the purposes for which data can be processed, the type of 
data involved, data security obligations, and individual rights. 

• Data minimization: We only share the minimum amount of data necessary with 
vendors, adhering to the principle of data minimization. 

• Vendor oversight and monitoring: We implement appropriate oversight and monitoring 
mechanisms to ensure vendors comply with our data privacy requirements and 
contractual obligations. 

• Joint accountability: We explore possibilities for joint accountability arrangements with 
vendors, where appropriate, to share responsibility for data protection compliance. 

 

ENSURING ACCOUNTABILITY IN TECHNOLOGY PROCUREMENT:  
• Data privacy impact assessments: We conduct data privacy impact assessments for 

technology procurement decisions, identifying potential risks and incorporating privacy 
considerations into vendor selection criteria. 

• Prioritizing privacy-enhancing technologies: We prioritize implementing and utilizing 
privacy-enhancing technologies that minimize data collection and mitigate privacy risks. 



• Employee training and awareness: We provide employees responsible for vendor 
management with training on data privacy risks, vendor assessment methodologies, and 
contractual negotiations. 

• Public reporting and transparency: We may publicly report on our vendor management 
practices and data privacy due diligence process, when appropriate, to foster 
transparency and accountability. 

DATA PRIVACY AUDITS 
At Peace by Youth (PY), we believe that continuous assessment and improvement are essential 
for upholding responsible data management and individual privacy. This section outlines our 
commitment to regular data privacy audits, both internal and external, to identify areas for 
improvement and ensure ongoing compliance with regulations and our own data privacy 
standards. 
 

CONDUCTING INTERNAL AND EXTERNAL PRIVACY AUDITS:  
• Regular internal audits: We conduct regular internal privacy audits on a defined 

schedule, covering various aspects of our data handling practices, including data 
collection, processing, storage, and security. These audits are overseen by our dedicated 
data privacy team. 

• Independent external audits: We periodically engage independent external auditors with 
expertise in data privacy to conduct comprehensive audits of our data management 
practices. This additional layer of scrutiny provides valuable insights and strengthens our 
adherence to best practices. 

• Targeted audits: In addition to scheduled audits, we may conduct targeted audits 
focusing on specific areas of concern, new initiatives, or high-risk data processing 
activities. 

• Risk-based approach: We prioritize audit activities based on potential risks and areas of 
significant data processing, ensuring efficient use of resources and addressing priorities 
effectively. 

 

AUDIT PLANNING AND EXECUTION: 
• Defined scope and objectives: Prior to each audit, we establish a clear scope and define 

specific objectives to ensure the audit focuses on relevant areas and addresses key data 
privacy concerns. 

• Stakeholder engagement: We involve relevant stakeholders, including IT, legal, and 
operational teams, in the audit planning and execution process, fostering collaboration 
and ensuring comprehensive coverage. 

• Evidence-based assessment: Auditors utilize established methodologies and gather 
evidence through interviews, document reviews, and system testing to objectively assess 
our data privacy practices. 

• Detailed reporting and recommendations: Each audit results in a comprehensive report 
outlining findings, identified non-conformances, and actionable recommendations for 
improvement. 

 

ADDRESSING AUDIT FINDINGS: 
• Management review and approval: All audit reports undergo a thorough review and 

approval by senior management to ensure accountability and commitment to addressing 
identified shortcomings. 

• Corrective action plans: We develop and implement corrective action plans for each 
identified non-conformance, outlining specific actions, timelines, and responsible 
individuals for addressing the issues. 

• Tracking and monitoring: We track the progress of corrective actions and monitor their 
effectiveness to ensure sustained improvements in our data privacy practices. 

• Continuous improvement: We leverage audit findings and recommendations to refine our 
data management policies, procedures, and training programs, fostering a culture of 
continuous improvement and data privacy awareness. 



DATA PRIVACY POLICY 
ENFORCEMENT 
At Peace by Youth (PY), we believe that comprehensive data privacy policies are meaningless 
without robust enforcement mechanisms. Maintaining trust and upholding individual privacy 
rights require a clear commitment to enforcing our policies and holding ourselves accountable 
for compliance. This section outlines our approach to data privacy policy enforcement within our 
organization. 
 

ENFORCEMENT MECHANISMS WITHIN PY: 
• Dedicated data privacy team: We have a dedicated data privacy team responsible for 

overseeing policy implementation, conducting internal audits, investigating potential 
violations, and advising on adherence to data privacy regulations. 

• Regular training and awareness programs: We provide regular training to all employees 
on our data privacy policies, procedures, and their individual responsibilities in protecting 
personal data. 

• Incident reporting and investigation procedures: We have established clear procedures 
for reporting suspected data privacy breaches or violations, ensuring prompt 
investigation and appropriate action. 

• Data protection impact assessments: For new initiatives or projects involving personal 
data, we conduct data protection impact assessments to identify potential risks and 
implement appropriate safeguards. 

• Internal audit and monitoring: Our internal audit team regularly reviews data privacy 
practices, identifying and addressing any potential non-compliance issues. 

 

ADDRESSING NON-COMPLIANCE: 
• Graduated approach: We take a graded approach to addressing non-

compliance, considering the severity of the violation, intent, and prior history of the 
individual or department involved. 

• Corrective action plans: Where non-compliance is identified, we require individuals or 
departments to develop and implement corrective action plans to address the issue and 
prevent recurrence. 

• Disciplinary actions: Depending on the severity of the violation, disciplinary actions may 
be taken, ranging from warnings and retraining to suspension or termination of 
employment. 

• Reporting to senior management: All serious non-compliance incidents are reported to 
senior management for review and appropriate action. 

 

DISCIPLINARY ACTIONS FOR PRIVACY VIOLATIONS: 
• Clear guidelines and communication: We have clear and well-communicated guidelines 

outlining potential disciplinary actions for different types of data privacy violations. This 
ensures fairness and consistency in handling non-compliance cases. 

• Proportionate responses: Disciplinary actions are taken in proportion to the severity of 
the violation, respecting due process and ensuring fairness. 

• Right to appeal: Individuals have the right to appeal disciplinary actions taken against 
them through defined mechanisms. 

• Focus on prevention and improvement: Ultimately, our goal is to foster a culture of 
compliance and data privacy awareness within PY, aiming to prevent violations through 
education and clear expectations. 

STAKEHOLDER ENGAGEMENT IN 
DATA PRIVACY 
At Peace by Youth (PY), we believe that open communication and collaboration are essential for 
building trust and maintaining responsible data management practices. This section outlines our 
commitment to engaging with stakeholders on data privacy issues, fostering transparency, and 
incorporating feedback into our policies and practices. 



 

ENGAGING STAKEHOLDERS IN PRIVACY DISCUSSIONS: 
• Multiple communication channels: We utilize various communication channels, including 

our website, social media platforms, and public forums, to share information about our 
data privacy practices and engage in discussions with diverse stakeholders. 

• Educational resources: We develop and offer educational materials, such as FAQs, blog 
posts, and webinars, to provide clear and accessible information about data privacy 
topics relevant to our stakeholders. 

• Community events and workshops: We participate in community events and workshops 
related to data privacy, fostering dialogues and addressing concerns directly with 
individuals and groups. 

• Stakeholder engagement platform: We may explore establishing a dedicated platform for 
ongoing dialogue and exchange of ideas on data privacy issues with our stakeholders. 

 

TRANSPARENCY IN DATA PRIVACY PRACTICES: 
• Comprehensive privacy policy: We maintain a clearly written and easily accessible data 

management and privacy policy outlining how we collect, use, and protect personal data. 
• Regular updates and disclosures: We provide regular updates on our data privacy 

practices through various channels, including our website and privacy policy, and inform 
individuals about significant changes affecting their data. 

• Data subject rights portal: We provide an easily accessible portal or mechanism for 
individuals to exercise their data subject rights, such as requesting 
access, rectification, or erasure of their personal data. 

• Transparency reports: We may publish regular transparency reports providing insights 
into data collection practices, data breach incidents (if any), and our responses to data 
subject rights requests. 

 

STAKEHOLDER FEEDBACK AND CONSULTATION: 
• Feedback mechanisms: We offer multiple channels for stakeholders to provide feedback 

on our data privacy practices, including online forms, email addresses, and dedicated 
phone lines. 

• Public consultations: We conduct public consultations on specific data privacy initiatives 
or policy changes, seeking diverse perspectives and feedback from the community. 

• Advisory boards or committees: We may establish advisory boards or committees 
comprised of diverse stakeholders to provide ongoing input and advice on our data 
privacy practices. 

• Collaboration with civil society organizations: We collaborate with civil society 
organizations working on data privacy issues to gain insights, share best practices, and 
contribute to broader policy discussions. 

REPORTING AND DOCUMENTATION 
At Peace by Youth (PY), we recognize the importance of maintaining meticulous records and clear 
reporting mechanisms to demonstrate our commitment to responsible data management and 
compliance with data privacy regulations. This section outlines our approach to documenting 
data privacy practices, establishing reporting mechanisms, and maintaining records for 
compliance purposes. 
 

DOCUMENTING DATA PRIVACY PRACTICES: 
• Comprehensive data inventory: We maintain a comprehensive and up-to-date inventory of all 

personal data we collect, process, and store, including details about its type, purpose of 
collection, retention period, and security measures. 

• Detailed data processing agreements: We have documented data processing agreements in 
place with all third-party vendors handling personal data, outlining their responsibilities and 
compliance requirements. 

• Internal policies and procedures: We have clearly documented internal policies and 
procedures relating to data collection, security, access control, data subject rights, and 
incident response, ensuring clarity and consistency in practice. 



• Data protection impact assessments (DPIAs): We conduct and document DPIAs for new 
initiatives or projects involving high-risk data processing activities, identifying potential risks 
and implementing appropriate safeguards. 

 

REPORTING MECHANISMS FOR DATA PRIVACY: 
• Internal reporting: We have established clear internal reporting procedures for data 

breaches, privacy incidents, and non-compliance issues, ensuring prompt investigation and 
corrective action. 

• Regulatory reporting: We comply with all relevant data privacy regulations by submitting 
required reports to the appropriate authorities within specified timeframes. 

• Transparency reports: We may publish periodic transparency reports outlining our data 
collection practices, data breach incidents (if any), and responses to data subject rights 
requests, fostering public awareness and accountability. 

• Stakeholder reporting: We may provide relevant stakeholders, such as advisory boards or 
civil society organizations, with periodic reports on our data privacy practices and address 
their specific concerns. 

 

MAINTAINING RECORDS FOR COMPLIANCE: 
• Data retention policy: We have a documented data retention policy defining the specific 

criteria and timeframes for retaining different types of personal data, ensuring compliance 
with regulatory requirements and minimizing unnecessary data storage. 

• Audit logs and access records: We maintain comprehensive audit logs and access records to 
track data access activities, identify potential unauthorized access attempts, and facilitate 
security investigations. 

• Data subject rights requests: We document all data subject rights requests received and track 
their progress to ensure timely and compliant responses. 

• Incident response documentation: We thoroughly document all data breach or privacy 
incident responses, including investigation findings, corrective actions taken, and 
communication with affected individuals or authorities. 

PRIVACY BY DESIGN AND DEFAULT 
At Peace by Youth (PY), we believe that privacy is not an afterthought, but rather a core principle 
embedded in all our data management practices. We are committed to upholding "Privacy by 
Design and Default," ensuring that privacy considerations are integrated into every aspect of our 
operations, from the initial design of technologies and processes to the default settings on our 
systems. 
 

IMPLEMENTING PRIVACY BY DESIGN PRINCIPLES: 
• Data minimization: We rigorously adhere to the principle of data minimization, collecting and 

processing only the minimum amount of personal data necessary for the specific purpose at 
hand. We regularly review and optimize our data collection practices to ensure we are not 
collecting unnecessary information. 

• Privacy impact assessments (PIAs): We conduct PIAs for all new initiatives and projects 
involving personal data, identifying potential privacy risks and implementing appropriate 
safeguards before the data is collected or processed. 

• Privacy-friendly technology choices: When selecting and implementing technologies, we 
prioritize solutions with built-in privacy features and robust security controls, minimizing the 
risk of data breaches and unauthorized access. 

• Privacy by design in product development: We integrate privacy considerations into the 
design and development of our products and services, ensuring user-friendly privacy controls 
and transparent data handling practices. 

 

DATA MINIMIZATION STRATEGIES: 
• Clear purpose justification: Every data collection activity has a clearly defined and legitimate 

purpose communicated to individuals. We collect only the data necessary to achieve that 
purpose and no more. 



• Granular data collection controls: We provide users with granular control over the data they 
share with us, allowing them to choose what information they provide and whether they 
consent to its processing for specific purposes. 

• Pre-filled forms with minimal data: When pre-filling forms, we use only the minimum data 
necessary, avoiding the collection of unnecessary information from individuals. 

• Data anonymization and pseudonymization: Where possible, we anonymize or pseudonymize 
data for analysis or research purposes, minimizing the risk of identifying individuals while 
enabling valuable insights. 

 

DEFAULT PRIVACY SETTINGS IN TECHNOLOGIES:  
• Highest privacy settings by default: All our systems and technologies are configured with the 

highest privacy settings by default, ensuring maximum data protection for individuals unless 
they explicitly choose to modify them. 

• Opt-in approach for non-essential data: We utilize an opt-in approach for collecting and 
processing non-essential data, requiring individuals to actively consent before using their 
data for additional purposes beyond the core functionality of our services. 

• Clear and accessible privacy controls: We provide clear and easily accessible privacy controls 
within our technologies, allowing users to understand how their data is used and easily adjust 
their privacy preferences. 

• Regular review and optimization of default settings: We regularly review and optimize our 
default privacy settings based on evolving best practices, user feedback, and data privacy 
regulations. 

EXTERNAL COMMUNICATION AND 
PUBLIC RELATIONS 
At Peace by Youth (PY), we believe that open communication and transparency are essential in 
building trust and fostering responsible data management practices. This section outlines our 
commitment to effectively communicating our data privacy practices to the public, addressing 
inquiries, and taking a vocal stance on privacy issues affecting our community. 
 

COMMUNICATING DATA PRIVACY PRACTICES TO THE PUBLIC:  
• Accessible and comprehensible language: We present our data privacy policy and related 

information in plain, understandable language, avoiding technical jargon. We strive to make 
it easily accessible on our website, through various communication channels, and in different 
formats (e.g., FAQs, infographics). 

• Proactive communication: We proactively communicate significant changes to our data 
privacy practices, informing individuals through our website, newsletters, social media, and 
other relevant channels. 

• Public awareness campaigns: We may launch public awareness campaigns to educate 
individuals about data privacy rights and risks, promoting responsible data handling 
practices within our community. 

• Engagement with privacy experts: We engage with privacy experts and advocacy groups to 
seek feedback on our practices and contribute to broader discussions about data privacy 
issues. 

 

HANDLING PUBLIC INQUIRIES ABOUT DATA PRIVACY:  
• Dedicated communication channels: We provide dedicated channels for individuals to submit 

inquiries about our data privacy practices, such as email addresses, phone numbers, or 
online forms. 

• Prompt and informative responses: We strive to respond to all inquiries promptly and provide 
clear, accurate, and informative answers. 

• Respect for individual rights: We respect individuals' right to access, rectify, or erase their 
personal data according to applicable regulations and provide clear instructions on 
exercising those rights. 

• Transparency in handling complaints: We have a transparent process for handling data 
privacy complaints and keep individuals informed about the progress of their inquiry. 

 



PY'S PUBLIC STANCE ON PRIVACY ISSUES: 
• Advocacy for strong data privacy regulations: We advocate for strong data privacy 

regulations that protect individual rights and promote responsible data handling practices by 
organizations. 

• Collaboration with stakeholders: We collaborate with other organizations, advocacy 
groups, and policymakers to advance data privacy rights and address emerging challenges 
in the digital world. 

• Public statements on critical issues: We may issue public statements on critical data privacy 
issues affecting our community, outlining our position and advocating for responsible 
solutions. 

• Transparency in data breaches: If we experience a data breach, we will act 
transparently, communicate promptly with affected individuals and regulatory 
authorities, and take necessary steps to mitigate the impact. 

POLICY REVIEW AND UPDATES 
At Peace by Youth (PY), we recognize that the data privacy landscape is constantly evolving. We 
are committed to ensuring our data management and privacy policy accurately reflects current 
regulations, best practices, and our ongoing commitment to responsible data handling. This 
section outlines our schedule for policy review, process for updates, and approach to involving 
stakeholders in this vital process. 
 

SCHEDULE FOR POLICY REVIEW: 
• Regular reviews: We conduct comprehensive reviews of our data management and privacy 

policy at least once annually, ensuring it remains up-to-date with current legal requirements 
and industry best practices. 

• Trigger events: We may conduct additional reviews in response to specific trigger 
events, such as significant changes in regulations, data collection practices, technology 
implementations, or internal organizational structures. 

• Feedback-driven updates: We consider feedback received from stakeholders, including 
users, data subjects, regulatory authorities, and advocacy groups, to inform potential policy 
updates. 

 

PROCESS FOR UPDATING THE DATA PRIVACY POLICY:  
• Internal assessment: Our dedicated data privacy team and legal counsel thoroughly assess 

the need for policy updates, considering evolving regulations, best practices, stakeholder 
feedback, and internal data handling practices. 

• Drafting and revisions: We draft revised policy documents incorporating necessary 
changes, ensuring clarity, transparency, and user-friendliness. 

• Internal review and approval: Drafts undergo internal review by relevant 
stakeholders, including legal, compliance, and IT teams, for accuracy, consistency, and 
alignment with internal practices. 

• Public consultation: When significant changes are proposed, we may conduct public 
consultations to gather feedback from diverse stakeholders before finalizing the updated 
policy. 

• Publication and communication: We publish the updated data management and privacy 
policy on our website and communicate changes to users through various 
channels, including email, website announcements, and social media. 

 

INVOLVING STAKEHOLDERS IN POLICY UPDATES: 
• Feedback channels: We actively encourage stakeholders to provide feedback on our data 

privacy practices and potential policy updates through dedicated channels, such as email 
addresses, online forms, or social media platforms. 

• Public consultations: We may conduct targeted or public consultations when considering 
significant policy changes, inviting specific stakeholder groups or the general public to share 
their perspectives. 

• Collaboration with advocacy groups: We may collaborate with data privacy advocacy groups 
or experts to gain insights and feedback on proposed policy updates, ensuring 
comprehensive consideration of different viewpoints. 



• Transparency in the update process: We strive to be transparent about the policy review and 
update process, informing stakeholders about potential changes, rationale behind them, and 
opportunities to provide feedback. 

 


